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Abstract. We analyze pruned enumeration algorithms for finding shortest and closest lattice vec-
tors of low density lattices. The algorithm NEw ENUM performs the stages of exhaustive enumera-
tion of short / close lattice vectors in order of decreasing success rate. The lattice problems SVP
and CVP can only have maximal complexity if the relative density rd(L) of the lattice L is close
to maximum 1. SVP and CVP are much easier if rd(£) is moderately small. Integers N can be
factored by solving (In N)°Y) CVP’s for a prime number lattice £ of relative density o(n~'/*),
n = dim £. Under the questionable volume heuristics these CVP’s are solvable in polynomial time.

Keywords. Shortest vector problem (SVP), closest vector problem (CVP), LLL-reduction, NTRU
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1 Introduction and surview

Previous SVP and CVP algorithms of KANNAN [Ka87] and FINCKE, PoHST [FP85] perform the
stages of exhaustive enumeration of short/close lattice vectors in a straight forward order disregard-
ing the success rate of stages. The algorithm ENUM of [SE94, SH95] locally performs stages in order
of decreasing success rate and often finds short vectors much faster. The NEw ENUM algorithm for
SVP / CVP, presented in section 3 / 5, performs all stages in order of decreasing success rate,
stages with high success rate are done first. This greatly reduces the number of stages that precede
the finding of a shortest / closest lattice vector.

Section 4 analyzes NEW ENUM for SVP and a given basis B = [by, ..., b,] for which all quotients
745,i/Tit1,i+1 of the lengths r;; = ||bj|| of the orthogonalized vectors b; coincide. This geometric
series assumption GSA of [S03] approximately holds in practice for well reduced bases. Prop. 1
shows for bases satisfying GSA that NEw ENUM finds a shortest lattice vector b under the volume
heuristics in polynomial time (without proving that b is shortest) if the relative density rd(L) of L
satisfies rd(£) < n~4(A1y/en/||b1)*/? where \; is the minimal length of nonzero lattice vectors
and rd(L) is defined by A\; = rd(L) 7,11/2(det L£)*™ and the Hermite constant +,. Theorem 1 analyses
NEw ENUM without the volume heuristics.

Section 5 extends NEW ENUM and its analysis to CVP. Cor. 1, translates Theorem 1 from SVP
to CVP and shows that the CVP for £ and a the target vector t € span(£) is solved in time 29
and linear space if rd(£) = O(n™/?), ||[£ —t|| = O(\1) and by is a nearly shortest vector of £. Cor.
3 shows under the volume heuristics that, given a random target vector t, a closest lattice vector can
be found, without proving optimal closeness, in polynomial time if rd(£) < n~*/*(A1v/er/|[b1])*/?,
||[£ — t|]| = O(\1) and if the found closest vector behaves randomly (CA).

Section 6 studies the relative density rd(L) of various cryptographic lattices. The NTRU-lattices
of [HHHWO9] satisfy rd(L£) < (2n)~/*. Moreover rd(£) < n~'In"?® n holds for the lattices of
Ajtai, Dwork [AD97]. AJTAI's [Aj96] worst case / average case equivalence of arbitrary n°-unique
SVP’s and SVP only covers unique SVP instances that may be easy in view of Prop. 1.

Section 7 studies factoring integers N by generating relations modulo IV between smooth integers
from CVP solutions for the prime number lattice. These CVP’s are solvable in polynomial time
assuming GSA, the volume heuristics and standard assumptions on the distribution of smooth
integers. Here we use a prime number lattice of relative density £ such that rd(£) = o(n™/%).

Section 8 shows how to compute the discrete logarithm for the group of units in Zy in heuristic
polynomial time by solving CVP’s for a prime number lattice.



2 Lattices

Let B = [by,...,b,] € R™*™ be a basis matrix consisting of n linearly independent column vectors
bi,...,b, € R™. They generate the lattice L(B) = {Bx|x € Z"} consisting of all integer linear
combinations of by, ..., by, the dimension of L is n. The determinant of L is det £ = (det BtB)l/2
for any basis matrix B and the transpose B? of B. The length of b € R™ is ||b| = (b'b)/2.

Let A1,..., A\, denote the successive minima of £, \; is the minimal real number such that there
are ¢ linearly independent lattice vectors of length at most A;, and A1 = A\1(£) is the length of the
shortest nonzero vector of £. The HERMITE constant v, is the maximum of A2/ det(£)*™ over all
lattices of dimension n.

Let B= QR € R™*", R = [r; j]i<i,j<n € R"™*" be the unique QR-factorization: Q € R™*" is
isometric (with pairwise orthogonal column vectors of length 1) and R € R™*" is upper-triangular
with positive diagonal entries r; ;. The QR-factorization also provides the Gram-Schmidt coefficients
Wji = Ti,/7rs,; which are rational for integer matrices B. The orthogonal projection b; of b; in
span(b1, ...,b;—1)* has length r;; = ||b}||.

LLL-bases. A basis B = QR is LLL-reduced or an LLL-basis for § € (%,1] if
1. rsjl/ris < % for all j > 1, 2. 5rlv27i < 7“12,141 + Ti2+17i+1 fori=1,..,n—1.

Obviously, LLL-bases satisfy r?, < arfﬂ,iﬂ fora:=1/(6 — i) [LLL82] introduced LLL-bases
focusing on § = 3/4 and o = 2. A famous result of [LLL82] shows that LLL-bases for § < 1 can be
computed in polynomial time and that they nicely approximate the successive minima :

3. a < bi|PA P <! fori=1,..,n, 4. ||[bi|? < anT_l(det £y,

A basis B = QR € R™*" is an HKZ-basis (HERMITE, KORKINE, ZOLOTAREFF) if |r; ;|/ri: < 3
for all 7 >4, and if each diagonal entry r;; of R = [r; ;] € R™*" is minimal under all transforms
of B to BT, T € GL,(Z) that preserve bq,...,b;_1.

A basis B = QR € R™*". B = [r;;]| is BKZ-basis for block length k [SE94] if the matrices
[7i.5]n<ij<hir € RF*¥ form HKZ-bases for h =1,....,n — k + 1.

A famous problem is the shortest vector problem (SVP): Given a basis of £ find a shortest
nonzero vector of L, i.e., a vector of length A;.

Closest vector problem (CVP): Given a basis of £ and a target t € span(£) find a closest vector
b’ € £ such that ||t — b'|| = ||t — L|| =dey min{ ||t —b||| b€ L}.

Previous SVP-algorithms solve SVP by a full exhaustive search, disregard the success rate of
stages, and prove to have found a shortest nonzero lattice vector. Our novel SVP-algorithm NEw
ENUM finds a shortest lattice vector b rather fast, without proving ||b|| = A1, by performing the
stages in order of decreasing success rate. Its efficiency depends on the lattice invariant rd(L) :=
AMvm ? (det £)/™ which we call the relative density of £. Note that rd(£) = A1(£)/ max A (L)
holds for the maximum of A1 (L) over all lattices £ of dim £ = dim £ and det £ = det £’

Clearly 0 < rd(£) < 1 holds for all £, and rd(£) = 1 if and only if £ has maximal density.
Lattices of maximal density and -, are known for n =1,...,8 and n = 24.

3 A novel enumeration of short lattice vectors

We first outline the novel SVP-algorithm based on the success rate of stages. NEW ENUM improves
the algorithm ENUM of [SE94, SH95]. We recall ENUM and present NEW ENUM as a modification
that essentially performs all stages of ENUM in decreasing order of success rates.

Let B = [b1,...,b,] = QR € Z™*", R = [ri j]i<i,j<n € R™*™ be the given basis of £ = £(B).
Let m; : span(by, ..., b,) — span(bi, ..., b;_1)* = span(b{, ...,b}) for t = 1,...,n denote the orthog-
onal projections and let £; = L(b1,...,bi_1).

The success rate of stages. The vector b =", u;b; € L and A > A} are given at stage (us, ..., Un)
of ENUM [SH95]. That stage calls the substages (u¢—_1, ..., un) such that ||m—1(321, , uibs)||* < A.

Note that IS, wibill” = 16+ S0t ueb|? + [l ()2 where ¢ = b — mi(b) €



span L; is b’s orthogonal projection in span L;. Stage (ut,...,un) and its substages exhaustively
enumerate the intersection B;—1({t, p¢) N Ly for the sphere Bi—1((t, pe) C span Ly with radius p; :=
(A — ||m¢(b)]|*)'/? and center ¢;.
The GAUSSIAN volume heuristics estimates [Bi—1((t, pe) N L] for ¢t > 1 to
Bt =dey vol Bi—1(Ct, pt) / det Ly.

Here vol Bi—1((t, p¢) = Vicipl ™Y, Vi = W%/(%)' ~ (%)%/1/ﬂ(t — 1) is the volume of the
unit sphere of dimension t —1, and det £y = r1,1---7¢—1,¢4—1. If { mod L; is uniformly distributed
the expected size of this intersection satisfies E¢,[ #(|Bt—1((t, pr) N Le) | = Bi. This holds because
1/ det L is the number of lattice points of £; per volume in span L;.

The success rate (¢ has been used in [SH95] to speed up ENUM by cutting stages of very small
success rate. NEW ENUM proceeds differently, it first performs all stages with 6, > 27 °¢ and collects
during this process the stages with 5; < 27°¢ in the list L. Thereafter NEw ENUM performs the
stages of L with 8; > 27°7't. The test 3; > 27t gives priority to stages of small ¢, stages of large ¢
require a higher success rate. The analysis in section 4 is independent of the factor ¢ in 8; < 27 °¢.

We will use that A := % (det BtB)Z/" > A2 holds for n > 10 since vy, < 7 for n > 10.

Optimal value of A. If A1 is known it is best to set the input A to A = \2.

Outline of New Enum

INPUT BKZ-basis B= QR € Z™*", R = [r; ;] € R"*" for block length 20,

OUTPUT a sequence of b € £(B) of decreasing length terminating with ||b]| = A1.

L s:=2% L:=0, A:=2(det B!B)Y/" (we call s the level)

2. Perform algorithm ENUM of [SE94, SH95], delaying stages with By < 27°t:
Upon entry of stage (ut, ..., un) compute 3¢. If 3; < 27°¢ store information
about (ug, ..., un) in the list L of delayed stages. Otherwise perform stage

(ut, ..., un) on level s, and as soon as some b € £ — 0 of length ||b||*> < A has
been found, give out b and set A := ||b|* — 1.

3. s:=s+ 1, perform the stages (us,...,un) of L with B; > 27°¢t. Delay the
occuring substages (uy/, ..., Ut, ..., Un) With By < 27°t" and store them in L.

4. IF L #( THEN GO TO 3 ELSE terminate .

Running in linear space. If instead of storing the list L we restart NEW ENUM in step 3 on the level
s+ 1 then NEW ENUM runs in linear space and its running time increases at most by a factor n.

Practical optimization. NEW ENUM computes R, 8, Vi, pi, ¢ in floating point and b, ||b||? in exact
arithmetic. The final output b has length ||b|| = A1, but this is only known when the more expensive
final search does not find a vector shorter than b.

Reason of efficiency. For short vectors b = >"7" | u;b; € L the stages (us, ..., un) have large success
rate 3;. If b is short then so are the projections m¢(b), on average ||m:(b)||* ~ “=tt1||b||>. Then
p? = A — ||m(b)||* and B3; are large. New Enum tends to output very short lattice vectors b first.
Consider the case A = A7. Prior to finding the shortest lattice vector b’ = 3"  uib; NEW
ENUM essentially performs only stages (ut, ..., un) of success rate f; = Vt_lpifl/det L: where on

average p; = A — ||m(b})||> &~ =1A? since on average ||m(b’)||? & 2=LA?. While ENUM calls
nearly all stages (ut, ..., un) of B > 0 NEW ENUM only calls about a ("_TH'I) “=5 fraction of them

prior to finding b’ and delays the rest to be performed later than (uy, ..., ul,).

NEw ENUM is particularly fast for small A\1. The size of its search space is proportional to AT,
and is by Prop. 1 heuristically polynomial if rd(£) = o(n~'/*). Having found b’ NEw ENUM proves
|Ib’|| = A1 in exponential time by a complete exhaustive enumeration.

Notation. We use the following function c¢; : 7t R
ce(ut, ooy un) = [|me (7, wiba) |* = 300, (), uyri ).
Clearly ce(Uty ooy Un) = (Z?:t uﬂ"t,j)2 + Ct41(Ut41y ooy Un)-
Given w41, ..., un ENUM tries the u; € Z close to —y: := — Z:‘:Hl u;Tt,i /T, in order of increas-
ing distance |us + y¢|, recursively as us := [—y¢], usr := next(u¢, —y¢) :
[=ye)s [—ye) —ou, [—ye] + o0, [—ye] — 200, [—ye| + 200, -
for oy := sign([—y:|+y¢) € {£1}, sign(0) := 1, where [r] =gey [r—0.5] denotes the nearest integer



tor € R. The iteration us := next(us, —y:) increases or preserves |us+y:| and c¢(us, ..., un ), decreases
or preserves p; and [3; so that ENUM performs the stages (uy, ..., uy) for fixed wi41, ..., upn in order of
increasing c¢(ut, ..., un) and decreasing success rate ;. Note that next(u¢, —y:) = nexte, v, (s, —y¢)
is a simple function of the number v, of iterations of next and the initial sign o.

The center (¢ = b — m(b) = >, ui(bi — m¢(b;)) € span(L;) changes continously within NEw
ENUM. The volume heuristics holds on average if (; mod L distributes nearly uniformly.

Algorithm Enum [SH95]
INPUT BKZ-basis B= QR € Z™*", R = [r; ;] € R™*" for block length 20,
QUTPUT b € £(B) such that b # 0 has minimal length.
1. FOR ¢=1,..,n DO ¢;:=u; :=y; :=0
ut =1, t:=tmas :=1, &1 :=c1 := ||b1 (¢t = ce(ugy ..., un)
always holds for the current t, ¢ is the current minimum of c1)
2. WHILE ¢ <n #perform stage (ut,...,un):
ct = cer1 + (ur + yt)QT?,t
IF ¢ <
THEN IF t=1 THEN ¢ :=c1, b:=3 " ub;
ELSE t:=t—1, y: := ngfjl WiTe,i[Te, Us i= [—Y¢]
ELSE [ t:=t+ 1, tmae := max(¢, tmace)
IF ¢ =tmae THEN u;:=wu;+1 ELSE w; := next(us, —ye) |-

[

3. output b

New Enum for SVP

INPUT BKZ-basis B= QR € Z™*", R = [r; ;] € R™*" for block length 20,

QUTPUT a sequence of b € £(B) such that ||b|| decreases to A;.

1. L:=0, t:=tmaz =5 := 2207 FOR ¢=1,....,.m DO ¢; :=wui:=y; :=0, u; :=1,

c1i=ri1, A= 2 (det B'B)Y" (¢; = ci(ut, ..., un) always holds for the current t)

2. WHILE ¢ <n #perform stage (ut,...,un):

o= cor1 + (ue +ye) 1t
IF ¢ > A THEN GO TO 2.1,
pri=(A—c)V? Be=Vicipl ™/ (riq - Teo14-1),
IF t=1THEN [b:= " u;b;,
IF ||b||* < A THEN output b, A:=||b||> -1, GO TO 2],
IF B, > 27 ¢t THEN [t :=t — 1, y¢ := Z:’:"tajl Wi, [Tees U i = [—Ye ],
o¢ = sign(us +y¢), v :=1, GO TO 2]
ELSE store (ut,...Un, Yt, Ct, 0¢, V¢) In L.
2.1. t:=t+1, tmaz := max(t,tmas),
IF t =tmae THEN w;:=wur+1, vp:=1, y.:=0
ELSE w¢ := nexte, v, (ut, —yt), vt :=ve+ 1.

3. s:=s+1, perform all delayed stages (ut, ..., un, Y, ct, ot,v¢) of L on level
s and delete them. Delay new stages with 3y < 27°t/, ¢’ <t and store
(ugry ooy vpr) in L.

4. IF L # () THEN GO TO 3 ELSE terminate.

Performing in step 3 a delayed stage (ut, ..., Un, Y¢, Ct, 0¢, V¢) means to restart the algorithm in
step 2 with that information. The recursion initiated by this restart does not perform any stages
(ugy ..., un) with ¢” > t. These stages have already been performed. Therefore, within step 2.1 the
running ¢-value ¢ must be restricted not to surpass by the t-value at the restart.

4 Analysis of pruned Enum for SVP and lattices of low density

We first study in Proposition 1 the time to find an SVP-solution b’ without proving A1 = ||b’||.
Finding an unproved shortest vector b’ is easier than proving ||b’|| = A1. NEW ENUM finds an



unproved shortest lattice vector b’ in polynomial time under the following four assumptions:
e the given lattice basis B = [by, ..., b,] and the relative density rd(L) of £L(B) satisfy
rd(L) < nii()\lx/ew/||b1||)%, i.e., either by or rd(L) is very small.
SA: NEw ENUM finds a shortest lattice vector b’ of £ such that || (b")[|> < 2=E2 AT for all ¢.

Vn7t+1P?7t+1 for p2 =
det ¢ (L) Pt =

GSA: The basis B = QR = Q[r;, ;] satisfies 7”1'2,1‘/7’1271,1'71 =gq for i =2,...,n for some ¢ >0

e the volume heuristic estimation M := |B,,—¢41(0, pr) N7 (L) | = n=til 3

These are some sensitive points in these assumptions. No polynomial time algorithm is known
that finds a nonzero vector by € £ such that |[by||/A1 = n®®). Prop. 1 does not solve SVP in
polynomial time unless rd(L£) is so small that already the LLL-algorithm solves SVP in polynomial
time. This problem changes favorably for the translation of Prop. 1 from SVP to CVP in section 5.
Many lattices £, like the prime number lattice, can easily be extended by a vector of length A1(L).
This helps to solve CVP’s efficiently. Moreover, the volume heuristics underestimates the size of
Brn—t+1(0, p:) N 7:(L) as the ball Bn—_141(0, p:) is centered at the origin 0. The volume heuristics
provably holds on the average for the CVP of minimizing ||b—t|| for b € £(B) and a given random
t € span(L). But random t have large distance to the lattice which slows down the CVP-algorithm.

Remarks. 1. If ¢ > 1 holds in GSA the basis B satisfies [|bs|| < $1/4+ 3 A for all i and [|b1|| = As.
Therefore, ¢ < 1 unless ||b1|| = A:1. GSA means that the reduction of the basis is ”locally uniform”.
GSA should approximately hold in practice for lattices without particular structure as all quotients
75, /Tit1,i+1 of well reduced bases nearly coincide on the average. It is easier to work with the
idealized property that all r;;/r;—1,;—1 are equal. [BLO5] studies "nearly equality”. GSA has been
used in [S03, NS06, GN08, S07, N10] and in the security analysis of NTRU in [HO7, HHHWO09].
2. The assumption SA is supported by a fact proven in the full paper of [GNR10]:

Pr[||m(D)|* < 2=H2A% for t =1,..,n] = L holds for random b’ € B, (0, A1).
The probability 1/n increases by iterating the search for a shortest lattice vector by statistical in-
dependent trials via permuted bases.
3. Failings of the volume heuristics. For the lattice Z™ we have for any a = ©(1) and n > ng(a):

#{x € 27| ||x||* < an} > (2ey/n/a) V" = n®V),

whereas the volume heuristics estimates this cardinality to O(1) for a < ﬁ, also see Figure 1
of [MO90]. [GNOS] reports that extensive experiments on high density random lattices show only
negligible errors of the volume heuristics. The situation for low density lattices as £ = Z™ and small
radius pr < v/n A1 is less clear.

4. A trade-off between ||b1||/A1 and rd(L£) under GSA. B. LANGE observed that
i)l /A1 = b1l /(rd(L)ya/> det(L)7) = g T /(rd(L)7a'?).

Therefore rd(L) /2 |[bi||/A1 <1 implies under GSA that ¢ > 1 and thus ||bi|| = 1. Hence the
trade-off implies rd(L)va/? ||b1]|/A1 > 1 unless |[by|| = A;. Moreover, solving SVP with approxima-
tion factor 1/(rd(L) v/ %) and a basis satisfying GSA already solves SVP exactly.

Also this trade-off implies n%+brd(£) > ||b1|/(det 5)% = q% > 1 for ¢ <1 and n > ng due
to yn < Z= [KLT78]. This shows that the time bound of Theorem 1 is at best exponential 20(m),

All our time bounds must be multiplied by the work load per stage, a modest polynomial factor
covering the steps performed at stage (u1, ..., un) before going to a subsequent stage.

Proposition 1. Let a lattice basis B € Z™*™ be given that satisfies rd(L) < nfi()\l \/e7r/||b1||)%
and GSA. If NEw ENUM finds a shortest lattice vector b’ satisfying SA it finds b’, without proving
IIb’|| = A1, under the volume heuristics in polynomial time.

Proof. Let b’ = 377, u;b; be the shortest vector found by NEw ENuM and let M{ be the num-
ber of stages (ut, ..., un) that precede (u, ..., u;,) in NEW ENUM’s enumeration. We use the following



Simplifying assumption.(see the proof of Theorem 1) We assume that NEw ENUM performs stage
(u}, ..., ul,) prior to all stages of success rate 3; < f, i.e., pr < pi := (A — ||m(b")||*)*/2. Without
this assumption the time bound increases, under reasonable heuristics, at most by a constant factor.
The simplifying assumption, the volume heuristics and SA show for ||m(b")||* < pf = 2=HLAT:

ME = #Bp—1+1(0,pt) N7e(L) < (/2L A) T Vo1 /(re6 - - o)

< (BB (-

We used Stirling’s approximation for V,_s+1. (attention: the volume heuristics underestimates
#Bn—1+1(0, pt) N7 (L) for the center 0 and small radius p;.)

Moreover GSA and ||[bf| = |[billg = En yield
(Fet - Tom) = det (L) = [[bo [P gZimi-1 /2,

Tam).

2 2
(det L) n A

n—1 _ _ 1 n
We get from ¢ 2 = BiZ = 57 d D2 Tou 2 and v, < 2 for n > no [KL78] that
e O )
Mtp S ( IH 26‘"‘) t+1( /:ﬂ- d Hb1||) py—
t=1D)(t=2) n-—t
=rd(L)" T T 2 T (2 ”?i”)" Tt
( The factor 9%t dlsappears if ’yn is close to the Minkowski lower bound ~,, > %1271) Evaluating
this upper bound at rd(L£) = ()\1 \/e7r/||b1||) yields
P e bl )33 CET o ne L b = (et )
Mt S ( n )\1 ) ! 2 2 ( em )& ) 1
:n_%_,_%(f 1)(* 2)_’_1 t=1 (g t+1)271 t+1 (Alﬁ)i_lw_t o1 (n—t41)
Mol
_ g —apizlinal ono nottl xyfer 1 27:171 _ (fem **712:71
= S () B = () :
The upper bound on M? takes its maximum 2'/2 at ¢ = n. This proves the theorem. O

Note that errors of the volume heuristics are negligible if ¢ is close to n because then the
dimension of the lattice m+(£) is small. On the other hand, if ¢ is small then p; = 4/ "‘T’H'l)\l is large
which also reduces the errors of the volume heuristics. Note that M is already polynomial in n for
t= % ifrd(L) < no=e (/\1\/5/||b1||)% for some € > 0 which allows larger rd(L) then Prop. 1.

Theorem 1. Given a lattice basis B € Z™*"satisfying GSA and ||b1|| < v/ern® A1 for some b > 0,
ENUM and NEW ENUM solve SVP and prove to have found a solution in time 2°(™ (n%errd(L))nT+1 .

The running time of Theorem 1 is maximal, under and without SA, for ¢ = 1 while under the
volume heuristics it is by the proof of Prop. 1 maximal for ¢ = n. The time bound of Theorem 1
1
is at best 29 namely if rd(£) = O(v, 2 A1/||b1]|) which is close to the point where ||bi|| = A1
holds under GSA. However, the translation of Theorem 1 from SVP to CVP in Cor. 1 of section
5 gives an CVP-algorithm that solves many important CVP-problems in time 2°.

Proof. NEwW ENUM essentially performs stages in decreasing order of the success rate 3;. We denote
b’ ="  uib; € £L NEW ENUM’s SVP-solution. Let 3 denote the success rate of stage (ut, ..., ur,).
NEW ENUM performs stage (uj, ..., u;,) prior to all stages (ut, ..., un) of success rate 8; < 3.

Simplifying assumption. We assume that NEw ENUM performs stage (u}, ..., ul,) prior to all stages
of success rate ; < 3, i.e., pr < p} := (A—||m:(b")]|*)*/2. Without this assumption the time bound
of Theorem 1 increases, under reasonable heuristics, at most by a constant factor. For this we
guess A > A7 such that A ~ A\}. Then M, defined below is under the volume heuristics maximal for
t~ 2. If stage (ut, ..., un) With ¢t &~ 2 has success rate 8; ~ 13/ then most likely || (3, uibs)||* ~
247y ()| [2 % 29732, hence vol Ba—11(0, [[m(B) ) /vol Bu—11(0, (b)) = O(1).

Consider the number M, of stages (ut, ..., un) with |7 (31, usbs)|| < A1



M = #(Bn—t41(0,\1) N7 (L)).
In fact NEW ENUM enumerates 1M, stages (us, ..., un) since un > 0 holds for the last nonzero u .
Under the simplifying assumption M covers the stages that precede (u}, ..., uy,); it also covers the

stages of the final exhaustive enumeration that proves ||b’|| = A1. Lemma 1 gives a proven version

of the volume heuristics, it replaces in inequality (2) of [HS07] the factor (4e(1 + /7))" by e

and corrects misprints in the proof.

n—t+4+1 n P
Lemma 1. M. <e™ 2 J[7 (14 2505,

Proof. We use the method of Lemma 1 of [MO90] and polish the proof of (2) in section 4.1 of
[HS07]. We abbreviate ns = n — ¢t + 1. Consider the ellipsoid

€ = (w1, ya)! € R | (S, b2 < A3},
obviously e (o5, 2iba) I = 320, (O i) = 300 (S0, i) |07 |12
By definition M; < #(& NZ"™). We set
oi(x) =3, :Z—Jlxj and z} = x; + [0:(x)],
{oi(x)} = 0i(x) = [ou(x)],
Fo={(ah, oy an)t € R™ | 300 (2 + {oi(x}) )*r?s < AT}
Claim #(& NZ™) < #(F, NZ™).
Proof of the claim. The transformation (w4, ...,xn) +— (1, ...,x5,) is injective. In fact, if i > ¢ is the

least index such that (yi,...,yn) and (zi,..., zn) differ then y; # zj. Moreover (z; + {o:(x)})ri; =
>_j—; ri,;2;. This proves the claim.

We cover F; by the simpler ellipsoid & = {x’ € R" | S0, a°r2, < 4)\3}. As [{oi(x)}]| < L
we have (2} + {0:(x)})? > («})?, hence F; NZ™ C & NZ"™. This proves M; < #(E{NZ™).

We bound #(€{ NZ™) using the method of MAzo, OpLYZKO [MO90, Lemma 1]. Denoting
Ny o= #{(kt, .o kn)t € Z™ | 0, r2,k7 = r} there are countably many r € R with N, # 0 and
thus for all s > 0 (These upper bounds by infinite sums are far from being tight.) :

#(52 ﬂZ"t) S Z Nr 63(4)\%7r)nt < es4>€nt Z Nr e~ 5Tt

0<r<4x? r>0
_ €S4A§nt & efsrf)ik?nt < es4k%nt = (1 + ﬁ. ‘)’
il;[t kiZE:Z i];[t Ve T,

since Y,y e TH =142 Y oren e TH <14 2[5 e Ty =1+ \/7/T holds for T = sr7 ns.
We get for s := 1/(8)A3): H#(ENT) < emt/? gu + g;i}i). 0

We can improve the worst case upper bound of Lemma 1 on the average: replace in the
above proof the lower bound |z; + &[> > /4 by the expected value Ec[|z; + ¢|*] = a7 + 5
for ¢ €r [—3,+3]. Here we assume that {oi(x)} € [—3,+3] is uniformly distributed. This replaces
N n—t4+1 n -
in Lemma 1 v/87 by v27 and shows that Me<e = [I7,(1+ %)

holds on the average for random 74 i11/7i,i €Er [— 5, +3)-

Proof of Theorem 1 continued. The equations 7, = ||b1|*’¢"~", \1/(ya7d(£)?) = (det ﬁ)% =
b1 H2an_l from GSA and the Minkowski lower bound v, > 52 directly imply for ¢ = ¢,...,n

Vn—t+1r,,=vn—t+1 ||b1||q% <+V2erm rd([,)fl)\lqm;ril
. 2i—n—1
Hence Lemma 1 yields M, <TI1, Ve 2errdL) n/\jt?u rii + VBT AL (4.0)
L2
For the remainder of the proof let ¢t := § +1 —c and m(g,c) := [if ¢ > 0 then ¢ T else 1]. Then
2 e)V2em A —t+1
M < mg, e) (BELLEZEA) "/ det (L), (4.1)

1—c2

—15¢ g(2i—n—1 . 2i—n—1 ]
where m(g,c) =q 4 =g ¥ >i=ol ) covers in (4.0) the factors ¢~ 4 > 1fort <i< 241,



i

We see from (4.1) and det 7:(£) = |[by ||t g>i=t ‘T that

2++/€)V2er n—t+1 notoi/2
M <m(q, C)(( +\£)t+1 ”b1||)\;d(g)) /qzl’Fl / (4.2)

The [KL78] bound Yy < ETAROR) < n for > g

2em

and L Y0 0= g - DU and g5 —A%/<nb1|\2wd<z:)2> yield
(t—=1)(t—2)

(2++/€) V2em X n—t+1l/ /n Iby]\n— 1
M, < m(q, C)(Wm) (\/ﬁ Td(;c) Ti) 1 . (43)
The difference of the exponents de(t) = n — % —(n—t+1) = (t—1)(1 — =2) satisfies
de(3+1—-¢) = w for t = 2 4+ 1 — c. Hence for ||b1]| < y/ern® A1 and all t <n :
n2/4-c2

M < m(q, c)((2 +Ve)V2 ) — t+1)n—t+1 (n%+b7‘d(£)) =T

21

This upper bound on M, is maximal at t = 1, c = 5, As m(q,c) = ¢ 74 (w) T <

C2—
(n%*brd(ﬁ)) "=T holds for ¢ > 0 this proves

2/4*1 n+1

max; My < (V8 + v2e)" (n2trd(£)) 71 < 5.16001" (n2*Prd(L)) T

2
n?/a-1 n1-1_ O

where
n—1

5 Pruned New Enum for CVP

Given a target vector t = Zl . Tib; € span(£) C R™ we minimize ||t — b|| for b € L(B). [Ba86]
solves [[t —b||> < 1 3°° | r7, in polynomial time by LLL-reduction of B = QR, R = [r; ;].

Adaption of NEW ENUM to CVP. We adapt NEw ENUM to solve ||t — b|* < A. Initially we set
A:=001+2 L >or  riiso that ||t — £H2 < A. Having found some b € £ such that [t — b||*> < A
NEW ENUM gives out b and decreases A to ||t — b||2.

New Enum for CVP

INPUT LLL-basis B=QR € Z™ ", R = [r; ;] € R"*", t => " | 7sb; € span(L)

OUTPUT A sequence of b € £(B) such that ||t — b|| decreases to ||t — L]|.

1. A:=001+ I ri, ti=mn, s:=1, L:=0, (We call s the level)
Yn = Tn, Un = [—Yn], ént1:=0,

(¢t = (Tt — Uty oo, Tn — Up) always holds for the current t,us, ..., Un)
2. WHILE t <n #perform stage (us, ..., un):
é = CGogr + (we — ye)°ris,
IF ¢ > A THEN GO TO 2.1,
pri= (A =é)'"2, Byi=Viapt ™ (ria - Ti—1,6-1),
IF t=1 THEN [output b:=3" wb;, A:=|t—b|? 0 TO 2]
IF 3, >27° THEN [t:=t—1, yoi=7r+ 31,0y (Ti — s)Tei/Tes,
ug = [ye], o¢:=sign(us +y¢), v¢:=1, GO TO 2]
ELSE store (ut, ..., Un, Yt, Ct, 0¢, V¢) in L,

2.1. t:=t+1, u:=nexte, v, (U, y¢), ve: =+ 1.

3. s:=s+1, perform all delayed stages (ut, ..., Un, Y¢, Ct, 0¢, v¢) of L on level s
and delete them. Delay all new stages with ﬁt/ < 27°t', ¢ <t and store
(ugry...vpr) in L.

4. IF L#() THEN GO TO 3 ELSE terminate.

At stage (u¢,...,un) NEW ENUM searches to extend the current b = Z:.l:t u;b; € L to some

b’ =" | u;b; € £ such that ||t — b’||*> < A. The expected number of such b’ is for random t:
Be=Vipt™t/det L(by,....,by1) for py:= (A — ||m(t —b)||>)V/2.

Previously, stage (ut+1, ..., un) determines u; to yield the next integer minimum of



Ct(Tt — Uty ooy Tn — un) = H7Tt(t — b)“2
= (X (i = ui)rea)? 4 cort (Tep1 — Uig1, ey Tn — Un).
12

Given Ut41, ..., Un, ||m:(t — b)||* is minimal for us = [—7¢ — Z?:H_l(n — Ui [Tt ]

NEw ENUM solves CVP for £, t by first solving CVP for 7,(£) and 7 (t) t = n, ..., 1.

Optimal value of A. If the distance ||t — £|| or a close upper bound of it is known then we initially
choose A to be that close upper bound. This prunes away many irrelevant stages.

[HS07] prove the time bound n™/2*°("™ for solving CVP by KANNAN’s CVP-algorithm [Ka87].
Minimizing ||b| for b € £ — {0} and minimizing ||t — b|| for b € L require nearly the same work if
[t — L]| = A\1. In fact, replacing in (4.3) A1 by ||£ — t|| the proof of Theorem 1 yields:

Corollary 1. Given a basis B = [by,...,b,] satisfying GSA, ||b1| < Vern®A1 with b > 0 and
t € span(L) with ||£ — t|| < A1, NEW ENUM solves this CVP in time 20(")(n%+brd(ﬁ))%.

Corollary 1 yields for moderately small rd(£) a CVP time bound 2°™ which merely requires
linear space (by iterating NEw ENUM for s = 1, ..., O(n) without storing delayed stages). Note how-
ever that a subexponential time bound is excluded since n'/?rd(L) > 1/y/er holds by the trade-off
between ||b1||/A\1 and rd(L) under GSA, see remark 4 of section 4.

Next we translate the assumption SA from SVP to CVP:
CA: |m(t—b)|*> < n=ttl ||t — £||* holds for all ¢ and NEw ENuM’s CVP-solution b.

CA holds with probability 1/n for random b [GNR10]. This probability increases by iterating the
search for a closest lattice vector by statistically independent trials via permuted bases.

Let Rr = maXyespan(c) |[0 — £L]| be the covering radius of £, where span £L(B) = {Bx|x € R"}.

Corollary 2. Let a basis B = [b1,...,b,] € Z™*™ of L be given that satisfies GSA, ||b1] = O(\1)

and rd(L) < nfi()\lx/eﬂ'/ﬂblﬂ)%. Let the target vector t and its closest lattice vector b found by
NEw ENUM satisfy CA then NEW ENUM finds b for random t in average time n®® (R /A1)™.

Proof. We follow the proof of Proposition 1. NEw ENUM’s time bound n°® for SVP under GSA
and SA extends to CVP under GSA and CA. For random t €r span(L) we have

Vi .
Bt [Brn—t+1(me(t), pt) N7 (L) = g2 ﬂ:&l) pp

and thus the volume heuristics estimation provably holds on the average. NEw ENuUM for CVP
enumerates lattice vectors of a ball of the covering radius R, while NEwW ENUM for SVP does
this for a ball of radius A1, hence the additional time factor (Rz/A1)". Note that the time factor
(Rz/A1)™ overestimates the running time if ||t — £|| < R.. O

Cor. 1 and Cor. 2 do not use the questionable volume heuristics. Cor. 2 eliminates the volume
heuristics by randomizing the target vector t. This randomization increases ||t — L]|| nearly to Rz
and cannot be used for Cor. 3 which proves a polynomial time bound under the volume heuristics
if in addition ||t — £|| < A1 holds. It remains to analyze the error of the polynomial time bound of
Cor. 3 that results from the volume heuristics. Prop. 1 translates into

Corollary 3. Let a basis B = [b1,...,by] € Z™*"of L be given satisfying GSA, ||b1]] = O(\1)
and rd(L) < nii()\l\/a/ﬂblﬂ)%. If the target vector t and its closest lattice vector b found by
NEW ENUM satisfies CA and ||t — L] < A1 then NEwW ENUM finds b under the volume heuristics in
polynomial time.

6  The relative density of some cryptographic lattices.

5.1 NTRU. The NTRUEncrypt lattices proposed in [H07], [HHHWO09] strictly satisfy rd(L) >
n'/2. Let R = Z[z]/(z™ — 1, q) denote the ring of polynomials modulo ¥ — 1 with coefficients in



Zq = Z/qZ and the convolution product g = f * h defined by g, = Ziﬂve{[’“]\,} fihj. We identify

f= ZZN:BI fiz" in R with its coefficient vector (fo, ..., fn—1) € Zflv. N is prime, p = 3, ged(p, q) = 1;
p,q, N are public.

The private key (f,g) € R x R and the public key h € R satisfy g = f x h. The polynomials f, g are
of the form f = 1+pF, g = 14+ G where F,G € R are random having d¢, d, coefficients 1 and dy, dg
coefficients —1, all other coefficients are 0. Then f(1) = SN ' fi=1=g(1) = S 9 = h(1).

Consider the parameters proposed in [HWWWO09] that require a work load 2112 for the com-
bined lattice and meet-in the-middle attack. Here N = 401, ¢ = 2048, p = 3, dy = 113, dy = | N/3].

This NTRU-lattice has dimension n = 2 - 401 = 802. The public column basis is B = [%_IIV q?N]7

H € ZN*N is the circulant matrix associated with h € R and Iy is the N x N identity matrix.

Moreover (det £)Y/™ = (2048%01)1/802 — 955 and A? = 2p°d; + 2d, + 2 = 2302. By the
MINKOWSKI lower bound =, > %1:" ~ 47.3. The polynomial SVP-time bound under GSA the
volume heuristics and n%“’rd(ﬁ) < 1 does not break NTRU since

rd(L£) < 27°5(2302/47.3)12 ~ 0.154 > 0.035 ~ n~ /2.
However rd(L) ~ 0.154 < 0.158 ~ (2n)~ /4. Therefore SVP for L is
heuristically easy by Prop. 1 if we are given a sufficiently short lattice vector. Such a short vector
can possibly be constructed by either lattice extension or lattice reduction.

5.2 n°-unique-SVP lattices. These lattices satisfy the unique shortest vector property: every
lattice vector that is linearly independent of a shortest nonzero lattice vector has at least length
Aine for some ¢ > 1, i.e.,, A2 > Ain®.Then MINKOWSKI's second theorem [} ; As < 72/2 det £
implies that rd(£) < n~=cte/™,

5.3 Ajtai’s worst case / average case equivalence. AJTAI [Aj96, Thm 1] solves every n°-
unique-SVP using an oracle that solves SVP for a particular random lattice. However, all n°-
unique-SVP’s are somewhat easy. This makes the worst case / average case equivalence suspicious.
The original ¢ = O(1) of [Aj96] has been subsequently reduced to 3 + ¢ [Ca98, M04], and most
recently [MRO7] reduce n¢ to n1n°® n.

5.4 Lattices of high density. The density A = V;,(A1/2)"/det L of lattice £ is the volume
portion of span(L) that is covered by the spheres of radius A1/2 centered at points in L.

MINKOWSKI gave in (1905) a nonconstructive proof that lattices exist satisfying log,(A) > n—1,
but no construction of such lattices is known. The infinite class field towers found by GoLOD,
SHFAREVICH, MARTINET and others produce infinite sequences of lattices of particular dimensions
satisfying, in the most favorable case known, = log,(A) > —2.218 for n — oo. The prime number
lattice of section 7 satisfies for ¢ = n/(2In N) that L log,(A) > —1log,Inn + 0.924 — o(1). This
density holds for arbitrary dimension n € N.

The difficulty of constructing lattices of high density is a central point in the NP-hardness
proof of SVP . The core of the proof in [MGO02] is a sphere packing construction. The reduction is
probabilistic, no deterministic polynomial time reduction is known, see [MGO02, chapt. 4-6].

7 Factoring via CVP solutions for the Prime Number Lattice

Let N be a positive integer that is not a prime power. We show under various heuristics how to
factor N in polynomial time by solving (In N)**¢ easy CVP’s for the prime number lattice. We use
the volume heuristics and GSA for the prime number lattice and CA for the CVP’s to be solved.

Let p1 < -+ < pn enumerate all primes less than (In N)*, a > 2. Thenn = (In N)*/(alnln N)(1+
0(1)). Let the prime factors p of N satisfy p > pn. We use the asymptotic o(1) for N — oo.

A classical method factors N via n + o(n) modular equations [[_, p;* = £]], p;* mod N.
Theorem 2 constructs such modular equations from CVP-solutions of small distance for the prime
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number lattice £(Baq,c). Theorems 4, 5 presents «, ¢ that guarantee the distance required by Theo-
rem 2. Theorem 6 shows these CVP’s to be solvable in polynomial time due to rd(£) = o(n~'/*).

Consider the lattice basis Ba,c = [b1,...,by] € R™*TDX" and the target vectors N € R,

vinpr 0 0 0

B..= 0 0 , N= : ,  c=(nN)?>1, (7.0)
0 0 +Inp, 0
N€¢lnp; --- N°lnp, N°In N

det £(Ba,o)? = [Ty (Inps) (14 N* S0 Inp),
det £L(Ba,e)?’™ = (¢ — 0o(1)) InIn N - N2/,

)

We identify the vector b =>"" | e;b; € L(Bq,.) with the pair (u,v) of integers
u:Hej>0p§j, v:]_[ej<0p;ej € N. (7.1)

Note that u, v are free of primes larger than p, and ged(u,v) = 1.

Lemma 2. If |u—vN|=o0(N¢) and v =0O(N°') and e1,...,en € {0,%1} then
b —N|>=(2c—1)InN + O(|Ju — vN|?).
Proof. We see from e1, ...,en € {0£1} that |[b— N[> =Inu+Inv+ N*|In %%
Clearly, v = O(N°™!), |u — vN| = o(N®) implies
Inu+Inv=(2c—1)InN + O(+£1).

Moreover |anLN| =|Iln (1—1—“:7;\’,]\’” = W;i;\’,m(l—i—o(l)) :@(%).
Combining these equations proves the claim. O

Theorem 2. If|b—N|?> < (2¢—1)InN + 251Inp, and ¢ = (In N)? then
1+a8 o
\u —uN| < pn—za +6+ (1>‘
Proof. The bound on ||b — N||* for b= """ e;b; implies
S leilnp| <3 el (vInpi)? < b —NJ|* < (2c—1)In N + 25 In p,.
Using the bound on ||[b — NJ|| for the last coordinate z of of b — N we get
[2IN=¢ = | S0, eslnp; — In N| = | In % |

146,
< N~¢((2¢—1)InN +261Inp,)"/? < N~°p,2= o)

since (In N)® = p,,. This shows for v = % the two inequalities required in Theorem 3. The claim
follows from Theorem 3. |

Theorem 3. [S93, Theorem 1] The u,v of (7.1) satisfy |u— vN| < putote® for~ 5 >0 df
1. |Yr,eilnp; —InN| < N—eppte 2. > 7 leslnpi] < (2¢—1)In N +26Inp,.

Proof. We see from inequality 1. that
[In (14 2589)| = | In 2| = | 7, eslnps — In V| < N-op )
Using that In(1 + z) = 2 4+ O(z?) holds for |z| < 1/2 this yields
|lu —vN| < lefcp;on(l)
It remains to prove that vN!17¢ < pffo(l). We see from 1. that
Inv <Inu—InN + N_prﬁo(l)
<—lnv+(2c—1-1)InN+25lnp, + Nfcp;yﬁo(l) due to 2.

Hence 2lnv<2(c—1)InN+2§lnp, + N=pr M and thus vN'~¢ < S (1 + o(1)). O
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Outline of the factoring method. We compute vectors b = 3" | e;b; € L(Ba,c) close to N such
that [u—vN| < p, holds for N and thus the prime factorizations of u > N and |[u—vN| =[], p;*
yield a non-trivial relation

[0 bt =+ 117, b mod N. (7.2)
Given n + 1 independent relations (7.2) we write these relations with po = —1 and e;,5,¢; ; € N as

:L:Opfi’j_ei’j =1 mod N forj=1,...,n+1.

Any solution z1, ..., znt+1 € {0,1} of the equations

Z;Lill zj(ei’j - e;j,j) =0 mod 2 fori= O, ey (73)

1 n+1 /
solves X*=1 mod N by X =], ?Ej:l #(¢37¢00) od N.
In case that X # £1 mod N this yields two factors ged(X £1,N) ¢ {1, N} of N.

The linear system of equations (7.3) can be solved within O(n?) bit operations. This takes much
less time than LLL-reduction of B, that is done by arithmetic steps using large integers. We
neglect this minor part of the work load of factoring N.

By Theorem 2 lattice vectors very close to N provide a relation (7.2). Theorems 4 and 5 show
that such close vectors exist. Theorem 6 shows a heuristic time bound of the corresponding CVP’s.
We get independent relations (7.2) by constructing them for independent integer multiples N of N.

The existence of lattice vectors b =" | eib; € £L(Ba,c) such that |[u —vN|=1.
An integer z is called y-smooth, if all prime factors p of z satisfy p < y. We denote for ¢ > 1

[u—vN|=1, N“'/2<ov< Nt

_ 2
Mae = {(u,v) en u, v are squarefree and (In N)%*-smooth S~

Theorem 4 extends Theorem 5 of [S93] to the additional requirement that u, v are squarefree. The
latter is equivalent to the condition e, ...,e, € {0,41} of Lemma 2. Theorems 4 and 5 show that
there are N°+°() lattice vectors close to N that provide N7 relations (7.2).

Theorem 4. Assuming that the equation |u—[u/N|N| =1 is for random v = O(N°) nearly statis-
tically independent from the event that u, [u/N | are squarefree and (In N)-smooth then #Mea c,N >
NeT°E) holds if o > 28 +2 > 2 and 2T22128 < c = (In N)? for some e > 0.

a—263-—2
Proof. Let ¥(x,y) denote the number of integers in [1,z] that are y-smooth. Then
U(x,z'/*) > x2z7*t°® forz>1and z>3

is shown in [CEP83, Thm 3.1]. Let ¥*(z,y) denote the number of squarefree, y—smooth integers in
[1, z]. POMERANCE, as cited in [Ad95], observed that (we abbreviate In® z = (Inz)®)

U (z,In%z) > x27*7°) for z =Inz/(alnlnz), ie., (Inz)* = 2!/
Here is a short proof. We obviously have for 2’ := |z] that
O* (2, In% z) > ("7 D) x 7 (In® 2)* /2!

’ ’ ’
__ e )* - 1—z'to(z") _ z+o(z)
x(z’ozlnlnac) / 2nz = w2z =Tz ’

Q

where we count the number of distinct selections of 2’ out of m(In® x). We use that m(n) = n/Inn+
O(n(Inn)™2) holds by the prime number theorem for the number 7(n) of primes in [2,n] and
2l & (' Je)* V/2m2' by STIRLING’s approximation.

Let r = In N/alnln N, and thus (In N)* = N'/". The assumption of the theorem and the lower
bound on ¥*(N€,In® N) yields :

#Ma,c 2 chl(,r,c _ r)fv'c+r(rc)frc+o('r)’

In#Ma,c>(c—1)InN — %((c —1)In(rc —r) + clnre).
Here N¢~! counts twice the number of v, %chl < v < N°¢7! For every such v there are two
w=ovN=+1,and (rec—r)" "o - (re)7re+o() Jower bound the portions of those v and u that

are (In N)%-smooth and squarefree. Hence we get for %ﬁ <c=(InN)? and a > 23+ 2 that
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In#Mye>clnN —In N — 2e=DlnNin@e) (4 ;1))

alnln N
>clnN—-InN — (26_1)1';]1\;(1?}5) N1 4+0(1)) (aslnr <InlnN and Inc = Blnln N)
—InN(-1+ ac—(2c—1)(;+5)(1+0(1))) =InN(-1+ %) > (e —o(e)In N
since —1 + w > ¢ holds under our assumptions. Hence # M4, > Netole) O

Finding relations (7.2) by CVP-solutions. By Lemma 2 the (u,v) € M,,. are associated with some
b=3"eb; € L(Ba,) such that ||b—NJ|* < (2¢—1)In N + O(Ju — vN|?) holds provided that
e, ...,en € {0,+1}.

Theorem 5. The vector b = Z?:l e;b; € L(Ba,) that is closest to N provides a non-trivial
relation (7.2) provided that Ma,c # 0 and 1+ 3 < 2a.

Proof. Let b’ = > 7'  eib; € L(Ba,) be the vector corresponding to some (u',v') € Ma,,

!

u = He<>0pf2, v = He/_<0p;8; such that |[u’ —v'N| = 1.
We Illave NeTl/2 < 1;’ < N°7! and thus v’ = nN°"! with % < n < 1. The proof of Lemma 2
shows b = NJ||? < (2¢— 1) InN 47572 4+ 0(1).
Then the lattice vector b € L£(Ba,c) that is closest to N also satisfies
[b—-N|><(2c—1)InN 4772 +0(1).

Consider the (u,v) € N? corresponding to b. Theorem 2 shows |u — vN| < py za o . Hence

b=>3"" eb; € L(Bqa,) provides a relation (7.2). O

Factoring N reduces by Theorem 5 to finding about n vectors >_""_, e;b; € L(Ba,c) that are so
close to N that the corresponding (u,v) of (7.1) are in Mq.c.

Theorem 6. Let a reduced version of the basis Ba,. of L be given that satisfies GSA, ||b1]® =
2cIn N + O(1), Ma,c #0 and o > 28+ 2. Then ||b1|*> = AT + O(1), ||£ — N|| < A1 and rd(L) =
o(n_1/4). If NEw ENUM finds a vector b € L closest to N that satisfies CA it finds b for random
N €r span L in average time nO“)(Rg/)\l)”. Under the volume heuristics NEW ENUM finds b in
polynomial time.

Proof. We first prove that A} = 2cIn N + O(1). Ma,. # @ holds by Theorem 4, moreover we see
from that proof argument that there exist u = [[,., pi* and v =[], p;’ with e;,e; € {0,1} such
that u = O(N°), |u — v| < 2, ged(u,v) = 1. In particular, let a

u—v|=1, N°/2 <v < N° }
u, v are squarefree and (In N)%-smooth J-

Mo ={(

Then #Ma,. > Ne(re)~2reto(") holds for r = In N/(aInln N), and thus
In#Ma,c > In N(2=2728=20) ) — 9(cIn N).
Similar to the proof of Lemma 2 we have
12 i<n(ei — e;)b;||> = 2cln N + O(1) + N*In(u/v)? = 2¢In N + O(ju — v|)?,

where In(u/v) = In(1 + “>%) = O(ju — v|N~°). Hence A7 < 2cIn N + O(1). On the other hand
Lemma 5.3 of [MG02] proves that A} > 2cIn N if the prime p; = 2 is neglected. Hence the claim.

Lemma 2 shows that M,,. # 0 implies ||£—NJ|? < (2¢—1)In N4+0O(1), and thus ||£—N||?/\] =~
1 —1/2¢. Forl ¢ ~ 1 we minimizte ||b — NH for b € L by solving SVP for the lattice with basis
[N, Ba.c]. In particular, |[£(Ba,1) — N||*> &~ 3 A{ and thus rd(L(N, B, }))* ~ 1 rd(L£(Ba,1))’.

Next we bound rd(ﬁ) for £L = L(Ba,c)). For n=(InN)*/(alnln N)(1 + o(1)) we have

'yn(detﬁ) w > (lnN)O‘ (a— o(l))lnlnN N2c/n _ (lngi\;.)aNZC/n(l —|—O(1))

alnln N
1
Hence rd(L) = A1 /(y/n(det £)W) = (%) 2/N/™(1 + o(1)).
We have for 8 < a/2 — 1 that ¢ = (In N)? < (In N)*/?>~! and (lcnl']‘vj;fa < W = o(n~Y?).
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We see from ¢/n < (InN)?~*alnln N (1 +o0(1)) and B —a+ 1< —a/2 that
Nc/n _ Nﬁ(ln N)B=a+lgInln N (140(1))

< 6(11]1\7)*0/2alnlnN(1+o(1)) — o —q 1 o(1).

Hence rd(L) = O(((lcnlrzlvj)va )1/2) = o(n~'/*) since 2 + 26 < a.

By Corollary 2 NEw ENUM minimizes |b — NJ| for b € £ under GSA and CA in average time
nOD (R /A1)" for random N €p span L. This proves the first time bound of Theorem 6. Recall
that the factor (Rz/A1)™ overestimates NEW ENUM’s running time because ||[£ — N|| < A1 NEwW
ENUM enumerates lattice points in a ball of radius ||[£ — NJ| < A1 < Rz = maXyespan(z) |1 — L]

A polynomial time bound: Following the proof of Prop. 1 and Cor. 3 NEw ENUM finds for the
a, ¢ = (In N)? of Theorem 4 some b € £L(Ba,.) that minimizes ||b— N|| under the volume heuristics
in polynomial time, without proving correctness of the minimization. Any b € L sufficiently close
to N provides a relation (7.2) by Theorems 4 and 5. While only a large ¢ = (In N)? guarantees
rd(L) = o(n~'/*) and factors integers in polynomial time our experiments are much faster for ¢ ~ 1.
Also the volume heuristics can underestimate by far the number of b € £ such that |b — N|| < A\
since N is very close to the lattice. g

Constructing a nearly shortest vector of E(Ba,c) for an extended basis Ba,c. In order to factor
N heuristically in polynomial time via Theorem 6 we must find a very short vector of the prime
number lattice. For this we extend the basis Ba,c = [b1,...,bn] € R xn by a suitable prime
Pn+1 and the corresponding vector bpi1 = [0,....0,v/In(Pri1), N°In(Pnt1)]* € R™2 to Ba,e =
[b1,....,bn, bat1] € R+ and construct such a short vector of the extended lattice. We
construct the prime pn41 such that pr,41 = O(N°) and |u — pr41]| = O(1) holds for a squarefree

(In N)*-smooth integer u = o p;t. From the initial part of the proof of Theorem 6 and that of
Lemma 2 we see that ||b||*> = 2cIn N +O(1) = A} (L(Ba,c) + O(1) holds for b := > | e;b; — by1.
This construction is efficient, we generate u = [[.pi = ©O(N®) at random and test the p near

to u for primality. If the density of primes near the u is not exceptionally small we find a prime
Pnt1 = u + O(1) within O(cln N) primality tests on such p. Therefore Bo . and a nearly shortest

vector b of £(Ba,c) can be found in probabilistic polynomial time. A single (Ba,¢, b) can be used
to solve all CVP’s for the factorization of all integers of the order of N.

Corollary 4. Integers N can be factored under the vol. heuristics, GSA and CA in polynomial time
by solving (In N)* CVP’s for the prime number lattice of dimension n < (In N)® and ¢ = (In N)?

such that 0 < 5:2%:12 < c and ||b1|?> = O(2cIn N). This lattice satisfies rd(L) = o(n~/*).

Proof. We apply Theorems 4, 5 and 6 to ¢ = (In N)?. Then the condition 0 < ;:2157’82 < ¢ required
for Theorem 4 holds for arbitrary 0 < 8 < a/2 — 1 and sufficiently large N. The proof of Theorem
6 shows that rd(£) = o(n~'/*) is clearly smaller than required for Prop. 1 and Cor. 3. Therefore

the errors of the volume heuristics should not be extreme. O

Parameters for poly-time factoring N. Theorem 4 and Cor. 4 require that 2=2=L < ¢ = (In N)ﬁ.

a—2B3-2
For N > 250 and o = 3.25, 3 = 0.35 we have that ;_*2%*_12 ~ 2.923 < 3.58 ~ (In 2°0)°-3%,
For N > 229 and o = 3 and 8 = 0.3 we have that ;:2%112 =4.25 < 4.33 = (In 22°0)0:3,
For N > 2°% and a = 2.9 and 8 = 0.3 we have that 2=~ ~ 5.33 < 5.78 &~ (In2°%%)*%.

These prime number lattices for factoring N vhave fairly large dimension n =~ (In N)*/(aInln N),
namely n = 1.3-10° for N ~ 2°° and n ~ 8765 for N ~ 2°°. However, experimental data show that
the inequality 0 < 5:2'%112 <c=(In N)ﬁ is excessively demanding. For N ~ 24 o ~ 1.865, ¢ = 1,
B =0, n =100 we easily found 27 relations (7.2) using only the first 100 primes. This may indicate
that we can find relations (7.2) for factoring N ~ 27°° using only the first 10000 = 10* primes.

Experiments by B. Lange, see the appendiz. Let By . be a prime base of the n = 125 smallest
primes, pi2s = 691, and N ~ 10* ~ 2%%® thus a ~ 1.94. The target vector N has been added in
front of Ba,.. We multiply the real entries of B,,. and N by 10* and round the products to the
nearest integer. Instead of solving CVP for Ba,, N we solve SVP for L(N,B, .) and ¢~ 1 then

IN = Ba1]* ® 323 (£(Ba.1) and 7d(L(N, B, ;)) ~ rd(L(Ba1))/V2
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Prime number lattices of mazimal density. Consider a prime number lattice, where the prime 2 is ex-
cluded. Then Lemma 5.3 of [MG02] proves A\] > 2¢ln N. Using that n = (In N)*/(aInln N)(14+0(1))
and v, < % we see that

rd(L)

— A1 2em2cIn N 1/2 —c/n
- ‘/'yn,(detl:)l/” Z (1.744nalnlnN) N .

n
2InN

A detailed calculation shows that the right hand side is maximal at ¢ = Using Inln N =~

In(nt/®) = LInn we get for this ¢
rd(L) > (1.898 + o(1))/VInn.
The density A of £ satisfies A = rd(C)"27"anyﬁ/2 2 rd(L)"27" /\/7n, since v, 2,
Llog, A > —1log, Inn + log,(1.898/2) + o(1).
If the MINKOWSKI lower bound ~,, > % is close for large n (which is quite realistic) we even get
that rd(L£) > (1.506+/1.744 + 0(1))/\/1117 and thus %log2 A > —% log, Inn + log,(2.506/2) + o(1).

The prime number lattice achieves this fairly high density A for all dimensions n. Explicit construc-
tions of lattice sphere packings of higher density are only known for particular dimensions n.

50—. Hence
em

History of the prime number lattice £L(Ba,c).[S93] uses a lattice £L(B'a,.) with diagonal elements
In p;. ADLEMAN [Ad95] proposed the diagonal elements y/Inp; of Ba, translating the method of
[S93] from the || ||1-norm used in [S93] to the square norm.

8 Computing discrete logarithms for Z3%; via CVP solutions

We reduce the problem of computing discrete logarithms for Z} with N prime to solving n ~
(In N)*/(alnln N) heuristically easy CVP’s for the extended prime number lattice £(Ba,c) with
a>2B+2and ¢ = (Inn)?. We follow the discrete logarithm algorithm of [S93, section 5].

Let the cyclic group Zy = (g) have generator g. As |Zy| = N — 1 the logarithm log, y of
y € Zxy to base g is the integer z € [1, N — 1] such that y = g”. We use the extended basis
Bo.c=[b1,....bnii1] € RM+2x(n+1) of section 7, where by 1, related to a large prime pny1 ~ N€,
yields a nearly shortest vector > 7 | e;b; —bny1 € L(B). We compute log, y from CVP-solutions
for the target vectors N = (0,---,0, N®In(N))* € R"*? where N = N/g, and g, = g’y* mod N &
[1, N — 1] for various j,k € N.

Again we identify vectors b = Z;jll eib; € L(Ba,.) with u = H6i>0 p;t and v = H6i<0p;ei c 7.
Adapting Theorems 2, 3 from B, N to B, N shows the following

Lemma 3. For a CVP-solution ||b — N|| = ||£ — N|| we have that |ug, — vN| < pa/etore) iy
there exists b’ = 3"t eib; € L(Ba,c) with ¢ € {0,£1} such that the corresponding u',v" satisfy
|u' g, —v'N| =1 and ||b' = NJ||? = (2c — 1)In N + 25 Inp,,.

Following the proof of Theorem 4 the vector b’ required in Lemma 3 exists for ¢ = (In N )B if
a > 23+ 2 > 2 under the assumption that the equation |u’'gy — [u'gy/N|N| = 1 is for random v’ =
O(N°) nearly statistically independent from the event that u’, [u'g, /N | are squarefree and (In N)*—
smooth. We assume that a well reduced basis of £(Ba,c) starts with the known nearly shortest lattice
vector, satisfies GSA and that N satisfies CA for this basis. Then the CVP to minimize ||b — N||
for b € £(Ba.c) is polynomial time under the volume heuristics because rd(L£(B)) = o(n~1/%), see
Theorem 6.
Computing the discrete logarithm from CVP-solutions. By Lemma 3 with 1/a 4+ § < 1 the CVP-
solution b = 3" e;b; of |[b — NJ|| = || £(Ba,c) — N| solves |ugy — vN| < p,,. Taking log -values
on g, [IM) pi* —vN =ug, —vN =[]} p:;, with po = —1 and log,(—1) = (N — 1)/2, yields

log, gy + Z;:Lll(ei —e5) log, pi = eé% mod (N —1) (8.1)

These linear equation in n + 2 unknowns log,, p;, log, y where log, g, = j + klog, y. Under the ho-
momorphism log, : ZN — Zn—1 the multiples vN of N disappear. So we can determine log, y from
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n + 2 linearly independent equations (8.1) where g, = ¢’y* mod N ranges over various j, k € N.

Conclusion. The discrete logarithm log,y of y € Zn, N prime, can be computed in heuristic
polynomial time by solving about n 4+ 2 < (In N)* easy CVP’s for £L(Ba,.) and target vectors N,
a > 2+ 2. These CVP’s are polynomial time under the volume heuristics and standard heuristics
if 0 < a—+ﬁ—2 <c=(ln N)B, a well-reduced version of Ba,c satisfies GSA and CVP-solution for

the target vectors N = (0,---,0, N°In(N))* € R""? with N = N/g7y" satisfy CA.
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9 Appendix. Example Relations

Let N = 100000980001501 ~ 10'*. We give example relations (7.2) of the form |u—vN| < p?o5 such
that u, v, |u — vN| are pi2s-smooth for pi125s = 691. The examples show that there are much more
relations (7.2) than one would expect from the bounds of Theorems 4 and 5. NEW ENUM generates
each of these relations (7.2) in just a few seconds on a current PC.

NEw EnuM for SVP is applied to variants of BKZ-bases of L(N, B, .) with blocksize 20 / 32.
NEw ENUM restricted to success probability 8; > 27® and pruned if 8, < 27 performs in general
about10° stages, taking a couple of seconds per found relation (7.2). In order to find many relations
(7.2) we iterate NEW ENUM over the N¢ = N2¢ for £ = —4,...,10, and we let NEwW ENUM search
distinct parts of the enumeration tree. In these experimentsc ~ 1, 3 =Inc¢/Inln N ~ 0 and o = 1.94
are clearly smaller than required for Theorems 4, 6. Moreover rd(L(N, B, ;)) =~ 0.56 > n 1Vt ~03
is larger than required for Cor. 3 and Theorem 6.
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. 22.11-37-59-61-83-89-137-181-223-229-
. 19-29-59-79-83-181-211-229-431 - 479

. 112.13-43-53-59-73-79-157-163 - 197

. 5-7-29-53-67-107-139-151-167-191-233-
. 2-3-31-59-73-157-197-199 - 227 - 233 - 263 -
. 2-11-23-73-83-281-313-347-353- 383

U
3.52.7-17-29-101-103-109-127- 151 - 181
2-19-23-29-41-83-103-107-137-181-193
22.3.23-41-79-97-131-151-211-239
31-41-61-67-89-109 181 - 223601
3%.5.29.31-37-61-73-79-97-181-191 - 461
5-11-19-47-50-73-127-149 - 151 - 331 - 467
2-3-5-31-37-59-97-103-173-199 - 233 - 239
7-17-19-37-59-61-67-71-89-223 467
2-3-7-11-71-103-127-137-293 - 389

. 2-7-17-19-23-29-71-89-149-239 - 503

. 112.13-.23-29-37-41-67-89-113-131-191
. 3-13-31-53-67-127-137-661

. 22.5.19-23-29-37-67-149 - 173 - 251 - 263
. 5-7-11-43-79-139-181-199 - 269 - 277 - 593

359

251
281

. 3-5-23-37-67-79-103-107-127-191 - 229

. 3%2.7-11-13-47-101-107 - 151 - 157 - 283

. 3-41-61-103-107-163-197-239 - 367

. 13-29-47-53-61-83-103-163 - 233

. 5.7-31-41-67-167-191-211-229-421

. 7-23-37-59-97-107-127-149 - 263 - 347

. 5-23%.29.83-101-163-197-199 - 337

. 7-23-41-43-89-103-179-193-241 - 389

. 7-17-23-73-107-167-179 - 197 - 271 - 503

. 7-11-17-53-73-103-107 - 139 - 181 - 223 - 367

. 112.13.23-29-37-41-67-89-113-131-191

. 5-11-13-23-29-61-67-89-97-107-139-149 - 349
. 5:13-19-23-29-37-47-109-127-179 - 307 - 571
. 2-3-5-13-29-43-73-139-157-167-233 - 241

18

v

61-167
7-67-97
5-173
2.3-17-127
7-41-113-251
2.29.89-181
11-23-29-53
2-3.5-41-107

67

32

53 -61 -89

2% .17

11-71-389
3-37-113-233
7-19-53-103- 271
2.7-17-103 - 157
7%.17-103-173 - 313
11-13-17-179 - 347
11-37-97-167 - 293 - 349
13-37-263

7-19-311

307

17-137

3%.37.97

83 - 233

5-43-293

61 - 227

11-17-163

13- 43307

31-131-283

53-61-83
7-17-79-109 - 127
11-31-71-257
7-97-107

|u —vN|

2% .503
5-13-101
17-31
72 . 641
2.167
113 - 691
107 - 307

601

13- 167

561
2-19-653
7?.53
32.367
2%.613
113 - 401

5 - 269

2.97
2.32.131
52.379

683
2233383
2.53-89
2%.5.13- 59
2-673
2.32.13-181
22.3.53-101
22.3.13-67
24.59 - 263
2.163-577
21 .59 - 461
2-19-653
2%.3.47-113
2%.3.17-283
17% .47



u v |u —vN|

35. 5-11-31-41-43-53-257-271-313-373 2.3.17-127 19 - 449
36. 11-13-17-67-79-157-173-197 - 223 - 233 83 - 431 23.19-29-31
37. 2-3-72.53-61-97-109- 139 - 227 - 277 - 313 - 577 43-71-223-233 13- 73251
38. 2-3-59-79-103-191-193-197 - 251 - 263 73173 7-17-269
39. 3-23-41-43-107-113-179-211-269 - 277 11-53-71 219. 951

40. 97-163-191-211-229 - 257 - 277 - 317 13-17-149 2.7-103-179
41. 3-11-37-43-53-113-131-139-167 - 233 - 251 23 - 41 - 593 22.7.647
42. 3-7-19-53-61-67-139-149 - 293 - 337 - 389 23167179 22.109-113
43. 7-11-23-47-59-113-163-199 - 269 - 349 3-43-131 2219 - 439
44. 17-23-41-71-79-149-239 - 251 - 263 - 311 37-109 - 163 23 . 47 - 463
45. 32.23.29-37-97-131-229 263 - 523 7127 2%.59

Comments We spedify the lattice reduction and the lattice bases that provide these relations.
1. - 18. These relations result from BKZ-reduction with blocksize 20 /32 of the basis (N, Bg,c) of
dimension n = 126, followed by NEw ENUM pruned to stages of success rate 8; > 278 and letting
N°€ range over N/25 < N°¢ < N2'°. Relations 6. 7. 8. all result from BKZ-20 reduction of the same
input N = N -10 and continued NEw ENUM iteration. Relations 1. 10. 11 resp. 12. 17. 19. result
directly from BKZ-20, resp. BKZ-32 without invoking NEw ENUM. NEwW ENUM’s time increases
with N¢, e.g., 48 seconds for N¢ = N2'° N2 for relations 14. 15., 76 seconds for N¢ = N2,
relation 16 and 155 seconds for N¢ = N2'6, relation 18..

In order to work with small numbers even for large ¢ we iteratively increase N to 2N: multiply
the n + 1-coordinates of all basis vectors of the reduced basis by 2 and then resume the reduction.

19. Here N¢ = N 28 yields large u, v.

20. We have increased the diagonal entries v/In p; of B, to v/2 In p; for the first 50 primes 2, ..., 229.
The resulting relation (7.2) has 6 prime factors of u,v that are larger than 229.

21. - 24. The prime 2 has been eliminated from the prime base of Bg .

25. - 33. The primes 2 and 3 have both been eliminated from the prime base.

34. - 37. The primes 2, 3 have been eliminated but the non prime 6 has been added to the base.

38. The diagonal entries y/In p; of the basis matrix have been steadily increased for i < n.

39 - 45. The primes 2 and 5 have been eliminated from the prime basis.

40 - 42. The diagonal entries v/Inp; of the basis matrix have been steadily increased for ¢ < n.
Comparison with [S93]. [S93] reports on experiments for N = 2131438662079 ~ 2.1 - 10'2,

N¢ =10% , ¢ ~ 2.00278 and the prime lattice basis with diagonal entries Inp; for i = 1,...,n. The
larger diagonal entries Inp; require a larger ¢ and this increases the time for the construction of
relations (7.2). The latter took 10 hours per found relation on a PC of 1993 per found relation.

Conclusions. Many more relations (7.2) should be obtained by eliminating from a previous input
basis that resulted in a relation (7.2) of the form |u — vN| < piss some prime factor of uv.
Interestingly 32 of the 45 relations above are relations for the first 100 primes 2,...,541. This
may indicate that we can factor integers of order 10'* by using merely the first 100 primes. Then
a = 1.865 would be sufficient for N ~ 194,
The v value of the constructed relations is clearly larger than the N°~! value of the given lattice
basis. For instance v of relation 19. satisfies v 2.57-10%. 218 =2.57.10° . Ne7 L,

In fact this increases N¢ by a factor 2.57 - 10°. Therefore the ¢ value of Theorems 4 and 6 must
be clearly larger than the ¢ value of the given prime basis. This partly explains why the inequality

0< 5:2'%112 < ¢ = (InN)? required for Theorems 4 and 6 is to demanding.

Extrapolation for factoring larger integers N. If a = 1.865 is sufficient for factoring N ~ 27%°
then we can factor integers N &~ 27°° by using the 10000 = 10* smallest primes. For n = 10* our
construction of relations (7.2) should still be feasable
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